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EU aim: Strengthened scientific and 
technological bases
GDPR objective: Protection and flow
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Data transfer from the EEA to outside the EEA: 
A three tiered system
• Red light: Derogations for specific

situations

• Yellow light: Appropriate
safeguards

• Green light: Adequacy decision
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Best option: Adequacy
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Cloud computing

Illustration image: Colourbox.com
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Cloud computing

Illustration images: https://www.whitehouse.gov/briefing-room/statements-releases/2022/03/25/fact-
sheet-united-states-and-european-commission-announce-trans-atlantic-data-privacy-framework/ and 
https://ec.europa.eu/commission/presscorner/detail/en/FS_22_2100

https://www.whitehouse.gov/briefing-room/statements-releases/2022/03/25/fact-sheet-united-states-and-european-commission-announce-trans-atlantic-data-privacy-framework/
https://ec.europa.eu/commission/presscorner/detail/en/FS_22_2100
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Cloud computing
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Second best option: Appropriate safeguard
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Lack of guidelines
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Statutory conflicts

• Level 1

Illustration image: Colourbox.com
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Standard Contractual Clauses
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U.S. Federal Institutions: Sovereign immunity

Illustration image: Colourbox.com
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Sovereign immunity: Expand waiver?
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Supplementary measures

https://edpb.europa.eu/sites/default/files/webform/public_consultation_reply/
nshg-pm_comments_edpb_recommendations_012020.pdf

https://edpb.europa.eu/sites/default/files/webform/public_consultation_reply/nshg-pm_comments_edpb_recommendations_012020.pdf
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Derogations for specific situations
– Use with caution

Illustration images: Colourbox.com
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Safety valve derogation
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Technical solutions
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Data transfer from the EEA to outside the EEA: 
A three tiered system
• Red light: Derogations for specific

situations

• Yellow light: Appropriate safeguards

• Green light: Adequacy decision

Illustration image: Colourbox.com

https://easac.eu/fileadmin/PDF_s/reports_statements/Health_Data/International_Health_Data_Transfer_2021_web.pdf
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Further reading

http://www.annualreviews.org/eprint/YF4XDV3BBVJHIIMEIVYS/full/10.1146/annurev-biodatasci-122220-110811

http://www.annualreviews.org/eprint/YF4XDV3BBVJHIIMEIVYS/full/10.1146/annurev-biodatasci-122220-110811
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